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ABSTRACT: The evolution of digital media has increased the number of crimes committed using digital equip-
ment. This has led to the evolution of the computer forensics area to digital forensics (DF). Such an area aims to
analyze information through its main phases of identification, collection, organization, and presentation (report-
ing). As this area has evolved, many techniques have been developed, mainly focusing on the formalization of
terminologies and concepts for providing a common vocabulary comprehension. This has demanded efforts on
several initiatives, such as the definition of ontologies, which are a means to identify the main concepts of a given
area. Hence, the existing literature provides several ontologies developed for supporting the DF area. Therefore,
to identify and analyze the existing ontologies for DF, this paper presents a systematic literature review (SLR) in
which primary studies in the literature are studied. This SLR resulted in the identification of ontology building
methodologies, ontology types, feasibility points, evaluation/assessment methods, and DF phases and subareas
ontologies have supported. These results were based on the analysis of 29 ontologies that aided in answering six
research questions. Another contribution of this paper is a set of recommendations on further ontology-based
support of DF investigation, which can guide researchers and practitioners in covering existing research gaps.
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INTRODUCTION

The evolution of technology has brought new issues
to be addressed in the digital forensics (DF) area, such
as storage spaces, complexity in data formats, interpreta-
tion of evidence, and collection and identification of all
information on a device [19].

One ofthe great difficulties in DF research and practice
is establishing a common vocabulary of terms, technolo-
gies, and their relationships [99]. Awareness of such terms
is crucial for establishing common ground when research-
ing and practicing DF. In addition, such terminology and
their relationships help to avoid error-prone interchanging
mechanisms comprehension.

There are different ways to establish such vocabularies,
such as conceptual models, mind maps, or metamodels [ 74].
However, one of the most used techniques is the definition
of ontology, which is the study of the kinds of things that
exist. In this paper, digital forensics is a representation
vocabulary, often specialized to some domain or subject
matter. Defining an ontology has several advantages, such
as clarifying the structure of knowledge, forming the heart
of any system of knowledge representation for a given
domain [10], and enabling knowledge sharing [43]. How-
ever, the use of ontologies also brings some challenges,
like the necessity of a standard vocabulary and respective
ontology for a particular research field, difficulty in turn-
ing special knowledge into an ontology, the great number
of languages to write ontologies for, and the definition of
structures (classes) with specific attributes [88].

DF research has increasingly adopted ontologies for
different subareas and domains. Such ontologies have con-
tributed to evolving the DF terminology and vocabulary,
mainly for different types of applications, encompassing
tools/software, evidence analysis techniques and standards,
and the DF process [88]. Nonetheless, several challenges
remain when applying ontologies to DF.

Although ontologies are a well-known technique to
represent knowledge and particularities of a domain and
have already been applied to some specific fields in DF,
forexample, DF ofelectronic email [93] or privacy reserv-
ing in DF [118], to the best of our knowledge, there is
no research reviewing such a technique in DF in general.
Therefore, we performed a systematic literature review
(SLR). This review provides researchers and practitioners
with a panorama of existing ontologies and how they were
conceived to attend to specific DF research topics. We
expect readers to gather knowledge on how ontologies
might contribute to their activities, thus exposing research
gaps in the form of recommendations.

Digital Forensics

With the evolution of digital devices, such as cell
phones, computers, and tablets, crimes committed by
these means have increased in volume and complexity,
with the aim of illegally acquiring information [108]. As
a way of investigating, prosecuting, and combating such
crimes, a branch of forensic science has appeared, named
DF [99,101,102].
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